LIBRARY PRIVACY AUDITS

CONSIDERATIONS AND BEST PRACTICES

Libraries have an ethical obligation to protect patron privacy and confidentiality. We also collect a lot of
patron data through the normal use of our borrower records, computers, programs, and online services.

It's important for libraries to have data retention and deletion practices as part of our privacy policies, but it can be hard
to keep track of all the places where data is stored. Privacy audits can help us figure out where we keep data and make
sure it's being deleted on a regular schedule. Below is a list of common places where library patron data resides.

KEY PLACES TO CHECK FOR PATRON DATA

Borrower, circulation, checkout, and overdue records these records probably contain
the highest amount of sensitive patron data

Public computers make sure public computers use a service for data deletion after Does your library

every session have an up-to-date
privacy policy?

Meeting room use records and program signups, including summer reading If not. check out LFP’s

. , : : e privacy policy
Library databases including patron logins and browsing histories template - available
Computer reservation systems and print release systems for freg ‘?t“ 2A-ls

website.

Interlibrary loan requests

DATA PRIVACY AND THIRD PARTIES

MonY online library resources are controlled by third party vendors, and it can be challenging to bring vendor practices in line
with library ethics. Some online library resources are negotiated through consortia or state programs. Make sure to negotiate
rivacy provisions into your vendor contracts and licenses, and discuss privacy considerations with representatives of state

ibrary agencies and consortia. Library Freedom Project can help with language for privacy in vendor contracts.

Library social media accounts are also subject to the data collection practices of the platforms, which make their money from
digital advertising and other uses of data. Educate patrons and staff as to the privacy issues inherent in social media use.
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