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Why is Online Harassment so Difficult?

Online harassment at most universities will be against “stalking” policies. The
problem with this is that stalking requires the same person to act in a series of
incidents. It cannot be a single event.

Danielle Citron, a cyber harassment expert, shares a number of reasons why
handling online harassment is so hard: “Cyber harassment is often understood
to involve the intentional infliction of substantial emotional distress
accomplished by online speech that is persistent enough to amount to a
“course of conduct” rather than an isolated incident”.

"Cyber harassment involves threats of
violence, privacy invasions, reputation-

harming lies, calls for strangers to physically
harm victims, and technological attacks"”

As suggested in her book Hate Crimes in Cyberspace, “Why affix the cyber
label to the abuse? Why not simplify matters and just call it stalking?
Perpetrators engage in persistent destructive behavior, whether it occurs
online, offline, or both. The cyber label adds something important, however.
It captures the different ways the Internet exacerbates the injuries suffered.

The Internet extends the life of destructive posts. Harassing letters are
eventually thrown away, and memories fade in time. The web, however, can
make it impossible to forget about malicious posts. Search engines index
content on the web and produce it instantaneously. Indexed posts have no
built-in expiration date; neither does the suffering they caused. Search
engines produce links to destructive posts created years earlier. Strangers
can put abusive posts to malicious use five days or five years after they first
appear.”
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Campus Response if Your Harasser is at Your School

All college campuses have policies against harassment, especially on the basis of
race, religion, ethnicity, and other personal identifiers. If you are being harassed by
a peer, you can and should file a formal complaint to the university. Get to know
your institution’s harassment policies and note the name and contact information
of the person or office responsible for handling those complaints. Keep copies of
your complaints for documentation purposes.

Title IX is the law that protects individuals from discrimination based upon sex and
gender in education programs that receive federal funds. The law has also been
used in cases of sexual assault on campuses. Unfortunately, under Betsy DeVos,
Secretary of Education, Title IX is now also being used to better support
individuals who are accused of sexual assault.

According to Title IX laws, every university and K-12 school district must have at
least one Title IX officer to handle Title IX complaints. If you are being harassed,
either online or in-person on the basis of sex, you should file a complaint with the
Title IX coordinator. You may find varying levels of success in seeing punishments
for offenders, but it means you have covered your bases and created
documentation.

o

If the offense is egregious enough, the university may suggest you
file a police report. From there, you may need to hire an attorney.

Terminology

Sealioning

When a person (known or unknown) asks a series of seeming
benign guestions meant to annoy or provoke a large reaction of the
victim, usually followed by the attacker deleting their questions to
make the victim appear unhinged.

Dog Piling
B When a group of users “pile” up on cne user in a coordinated or

random manner; example: flooding a person’s inbox, hundreds of
comments on a person’s post.

includes images obtained without consent (using hidden cameras,
hacking phones, or recording sexual assaults) as well as images
consensually obtained within the context of an intimate relationship,
and may contain sexual language, sexual threats, or lies about a
person’s sexual activity.

Swatting

When a false call is made to law enforcement requesting a SWAT
team arrive at a victim's home.

Digital Sexual Harassment

Nonconsensual parnography (or "Revenge Porn”) is the distribution

of sexually graphic images of individuals without their consent. This
n_ ﬁ

Doxxing

The public release of documents containing personal and private
information.

The unfortunate truth is that it is practically impossible to hold large masses of
anonymous trolls accountable for their harassment. Instead, being proactive in
protecting yourself and keeping record of the original attacker are your best
bets to minimize harm and build a legal case.
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