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What Are Scams?

Scams (AKA Cons, Fraud, etc.) refer
to deceptive strategies intended to
trick or coerce someone (the
"mark”) into giving the scammer
something of value, usually money

This is the IRS. Our records
show that you under reported
your income by $2,000. Can you
confirm your identity for us?

Why Are Scams? «

Scamming is a way to get money
outside of the formal economy.
Most underground economies are
shaped by extreme poverty and
desperate conditions, and
scamming is no exception. Many
people engaged in running scams
live in the Global South, and a
significant number are forced into
the work through various mafias of
the world.
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Scamming online usually has the
lowest risk for the highest reward.

Scamming online instead of in-
person obwously prevents harm to
someone’s physical body, but it also
carries a lower legal risk than in-
person theft; legal enforcement is
sparse, and the consumer
protection environment is not robust.

—

While some scam people within
their local community, it's more
lucrative to scam people in
wealthier areas. Class segregation
and Dborder policing physically
separates the poorest from the
wealthiest, so the easiest way to
initiate an interaction is through
global communication infrastructure
(e.g. phones and internet).
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How Do Scams Work?

In order to convince you to give
them money, banking information, or
access to your computer, they need
to determine when you already do
those things and then artificially
replicate those scenarios.

What communication technologies
do you use?

Why, or in what

situations, do you give access to
your computer/phone, sensitive

information, or money?

Who would you
respond to?

How do you give access, ‘
share information, or
send money using
technology?
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Your answers to all
of these questions
will be avenues
scammers may use.

If you use a
communication
technology, a scam
can come through
that technology.

Just got back w the
kiddo &} how are you?

doing really well
actually! @100

Im Finally figuring out
investing w this new app
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If you would respond
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to any person/organization
/system, the scammer could
imitate them (especially if their
image/ information/voice was

easily findable online).

If you see a hyperlink,

download,

login page, new app, ad for
something, computer alert, etc--
these are avenues to access your
information, computer, or money.

If you re not sure, don't click.
You're better safe than sorry!



